
1Donelle!L, et!al. BMJ Open 2021;11:e053962. doi:10.1136/bmjopen-2021-053962

Open access 

Digital technology and disease 

surveillance in the COVID- 19 pandemic: 

a scoping review protocol

Lorie Donelle,1 Jodi Hall,1,2 Brad Hiebert,1 Jacob J Shelley,3,4 Maxwell J Smith,4 
Jason Gilliland,4,5,6 Saverio Stranges,6,7,8,9 Anita Kothari    ,4 Jacquelyn Burkell,10 
Tommy Cooke,11 Jed Long,5 James M Shelley,1 Deanna Befus,1 Leigha Comer    ,1 
Marionette Ngole,1 Meagan Stanley12

To cite: Donelle!L, Hall!J, 
Hiebert!B, et!al.  Digital 
technology and disease 
surveillance in the COVID- 19 
pandemic: a scoping 
review protocol. BMJ Open 
2021;11:e053962. doi:10.1136/
bmjopen-2021-053962

 ► Prepublication history and 
additional supplemental material 
for this paper are available 
online. To view these "les, 
please visit the journal online 
(http:// dx. doi. org/ 10. 1136/ 
bmjopen- 2021- 053962).

Received 31 May 2021
Accepted 08 October 2021

For numbered af"liations see 
end of article.

Correspondence to
Dr Lorie Donelle;  
 ldonelle@ uwo. ca

Protocol

© Author(s) (or their 
employer(s)) 2021. Re- use 
permitted under CC BY- NC. No 
commercial re- use. See rights 
and permissions. Published by 
BMJ.

ABSTRACT
Introduction Infectious diseases pose a risk to public 
health, requiring ef"cient strategies for disease prevention. 
Digital health surveillance technologies provide new 
opportunities to enhance disease prevention, detection, 
tracking, reporting and analysis. However, in addition to 
concerns regarding the effectiveness of these technologies 
in meeting public health goals, there are also concerns 
regarding the ethics, legality, safety and sustainability 
of digital surveillance technologies. This scoping review 
examines the literature on digital surveillance for public 
health purposes during the COVID- 19 pandemic to 
identify health- related applications of digital surveillance 
technologies, and to highlight discussions of the 
implications of these technologies.
Methods and analysis The scoping review will be guided 
by the framework proposed by Arksey and O’Malley and 
the guidelines outlined by Colquhoun et al and Levac et al. 
We will search Medline (Ovid), PsycInfo, PubMed, Scopus, 
CINAHL (EBSCOhost), ACM Digital Library, Google Scholar 
and IEEE Explore for relevant studies published between 
December 2019 and December 2020. The review will also 
include grey literature. Data will be managed and analysed 
through an extraction table and thematic analysis.
Ethics and dissemination Findings will be disseminated 
through traditional academic channels, as well as social 
media channels and research briefs and infographics. 
We will target our dissemination to provincial and federal 
public health organisations, as well as technology 
companies and community- based organisations managing 
the public response to the COVID- 19 pandemic.

INTRODUCTION
The COVID- 19 pandemic constitutes an 
unparalleled global crisis impacting all 
matters that determine health (eg, envi-
ronment, economy, health services) and 
has been described as the first pandemic of 
‘the algorithmic age’ where advanced data 
analytics are contributing to sophisticated 
detection, treatment and prevention strat-
egies.1 Bennet et al2 describe surveillance 
practices as central to all organisations and 
sectors, and encourage attentiveness to 

misuse of data collected for another purpose: 
function or mission creep.2 Defined as ‘the 
focused, systematic, and routine attention 

Strengths and limitations of this study

 ► This scoping review will highlight existing evidence 
of digital surveillance strategies for disease mitiga-
tion used during the COVID- 19 pandemic and iden-
tify any gaps in the literature related to technology 
type, design, and implementation of digital surveil-
lance strategies, and implications related to data 
ownership, privacy and the sustainability of these 
initiatives.

 ► Our focus on the global context will allow us to com-
pare uses of digital health surveillance technology 
across regions and nations.

 ► Our search of the literature draws on a wide variety 
of databases and employs a broad understanding of 
digital health surveillance technology.

 ► Our focus is on digital health surveillance technol-
ogy used during the COVID- 19 pandemic, which 
may limit our ability to investigate forms of digital 
surveillance used during previous pandemics, epi-
demics and outbreaks. While we initially intended to 
review publications from 2000 to 2020 to trace the 
use of digital health surveillance technologies over 
time and during different outbreaks, our literature 
search yielded an unmanageable number of results 
that we could not review with our available time and 
resources. As such, this review has been limited to 
surveillance technologies used during the COVID- 19 
pandemic. While this limit in scope will exclude the 
opportunity to analyse developments in the use of 
digital health surveillance technology over time, our 
team of researchers found that limiting the scope 
to the COVID- 19 pandemic was the most effective 
means of retaining a manageable number of publi-
cations for review while also answering our modi"ed 
research questions.

 ► Including only publications written in English will 
exclude discussions and analyses of digital health 
surveillance technology in other languages, which 
may limit our capacity to take a global approach.
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